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1 Introduction

1.1 Purpose
The purpose of this document is to give a high level overview of the security server and how to access the FASAMS Web

Services.
There are two major concepts discussed:

e FASAMS Security Server — Basic description and example of requesting an access token.
e Accessing FASAMS Web Services — How to include the access token as a header when making requests to the

portal web services

1.2 Scope
This document is intended for software engineers with a basic background and understanding of the following concepts:

e RESTful Web Services
e JSON
e OAuth2/OpenlID Connect

1.3 References
The following table provides a list of reference web sites.

Document Name Link/Location

FASAMS Security Server https://fasams-sts-uat.myflfamilies.com/

FASAMS Portal Web Services https://fasams-uat.myflfamilies.com/

RESTful Web Services https://stackoverflow.com/questions/3636330/what-are-restful-web-services
OAuth https://oauth.net/
OpenlD https://openid.net/

1.4 Terms and Acronyms
The following tables provide a list of business and technical acronyms/terms used in this document.

Acronym/Term Definition
FASAMS Financial and Services Accountability Management System
JSON Javascript Object Notation - https://www.json.org/

JWT JSON Web Token

2 FASAMS Security Server

2.1 Overview
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The FASAMS Security Server is the endpoint that provides authentication services for the FASAMS federated security

environment. Before a web service call can be made to the FASAMS Portal, the application must first request a JWT
access token from the security server. This server supports the majority of the grant types / authentication flows defined
by OAuth2 and OpenID connect.

The recommended flow for accessing the web services is the Resource Owner Password Flow. To receive a token from
the server, a forms post must be sent. An example is shown below.

POST _https://fasams-sts-uat.myflfamilies.com/identity/connect/token
content-Type: application/x-www-form-urlencoded

Host: https://fasams-sts-uat.myflfamilies.com

content-Length: 137

Expect: 100-continue

connection: Keep-Alive

client_id=fasams&client_secret=fasams&grant_type=password&username=subonly&password=password&scope=Identi
tyServer%3AUserAccountServices

The response will contain the access token:

HTTP/1.1 200 OK

Cache-Control: no-store, no-cache, max-age=0, private
Pragma: no-cache

content-Length: 1568

content-Type: application/json; charset=utf-8

Server: Microsoft-I11S/10.0

X-AspNet-version: 4.0.30319

X-SourceFiles: =?UTF-

g?BSQSpCCZJgamdeHNCQk1SRFXQaWXSYXIuUZVjdXdeH]TZXJZZXJCUG1SbGFyL]N1Y3VanR5U2VydiyXG1kZW50aXR5XGNme51Y
RcdGI9rzw4="7=

X-Powered-By: ASP.NET

Date: Mon, 11 Jun 2018 13:18:22 GMT

{"access_token":"eyJ0eXAi0iJKV1QiLCIhbGCci01ISUZIINiIsIngldCI6IjZVNWVYYZzZBCcmVPWFZqAEFWZDRrRTT160HZGWSISImtp
ZCIGIjZVNWVYYZZBCMVPWFZQAEFWZDRIRT160HZGWSJ9. eyIpc3Mioi JodHRwWCZOVL2xVY2FsaG9zdDoONDMzMy91ZGvudG10es8iLCIh
dwQi01JodHRwCczovL2xVvY2FsaG9zdDoONDMzMy93ZGVudG10eS9yzXNvdXJjzXMiLCI1eHAT0JEIMjg3MjY3MDISIM51ZiI6MTUyODCYM
ZEWMiwiY2xpzZw50X2TkIjoizmFzywlzIiwic2NvcGUioillzGvudGl10eVNTcnzlcjpvc2vyQwNjb3VudFNTcnzpY2vzIiwic3ViIjoiN2
IONGV]NZUtN2Y3NCOOMTMXLWEZYmItZTYyMDA2ZGNmNZFhIiWiYXVOaF90aW11IjOXNTI4NZIZMTAyLCJpZHAiOiJpZHNydiISInVWZGF
0ZWRTYXQi0jEIMjcxMJE2NjcSInRTbmFudCI6IMRTZmF1bHQiLCIwcmVmzXIyZWRTdXNTcm5hbwui0iJzdwlvbmx5Iiwizwlhawwioill
cm90aEB2dC51ZHUTLCITbWFpbF922XJpzm11zCI6InRydwUiLCIodHRWOi8vc2NozWlhcy54bwxzb2 FwLm9yzy93cy8yMDALLZzAlL21kZ
W50aXR5L2NsYW1tcy9uywWl1Ijoic3vib25seSIsInITbwFpb19kYX1zIjoiNTgxLjI5S50DIWNZAIMDK4IiwiYWlyIjpbInBhc3N3b3JIkI]
19. jRYBASmMgepIGPvi1HOOYyGSMQFEOLBfrcaol9iwoA950v0fkxgzoyL7Xh7QngwRexmNrY5aNu064aQashwAleG8n2HZYSXjY1tm46X
TpOvzS9YPcQMIwrT5yB_dzORyxNRwaA3gyu68aqdRDur992TpsTv8eBh9quqg_C7wWxw5p3H---
mm1LACNp4bGvjeMRGmKIqt3rcvAqvvlltwwU-EDnhmH9eS7R1jf1Sreagbskxqg3Ma_3Nzk8eHTS_py0d81i 5Hx-
TuGu71kAXx5akLOYWtFRVASIHgVavw414si39Fx10SvFPbCfMPO9YAMU0I368dhfFPbS_sOUY4HO7691LDVvysxfbDLUQFIMIJIzeyXHRC
64R1VchGspHOeHpN176XQHMGV6tSsG-9jETtBMRKGXJ -
4MMHY3438U0vKqH9029dA1WZzOUAVQVZ595DeQyISNpOTWGX_90Qb7DYQPI73051b7gEWV7WU-WSS-
oKiFIanC26x0W10%eDqukySZWdSXanuh—VhGSLquUVoRF%YnoMFKJMB_GPBteMJJBXUbiFxUCEk—
nrTz5EhjokwIKr2f2tmKks5kv3vPkiKVcEhBubilXFGKHaTTyfYiwwdquverizle_4glQoheGfwpMz5L3wlfuyGMw30zFd3embxAmgaOwF

hpPM7t-708vevE", "expires_in":3600, "token_type":"Bearer"}

2.2 FASAMS Security Server Endpoints

Issuer:
https://fasams-sts-uat.myflfamilies.com/Identity/

Jwks Uri:
https://fasams-sts-uat.myflfamilies.com/Identity/.well-known/jwks

Authorization:
https://fasams-sts-uat.myflfamilies.com/Identity/connect/authorize

Token:
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Userinfo:

https://fasams-sts-uat.myflfamilies.com/Identity/connect/userinfo

End Session:

https://fasams-sts-uat.myflfamilies.com/Identity/connect/endsession

Check Session Iframe:

https://fasams-sts-uat.myflfamilies.com/Identity/connect/checksession

Revocation:

https://fasams-sts-uat.myflfamilies.com/Identity/connect/revocation

Scopes Supported:

openid

profile

roles

email

phone
IdentityServer:UserAccountServices

Claims Supported:

sub

remain_days
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
preferred_username
name

family_name
given_name
middle_name

nickname

profile

picture

website

gender

birthdate

zoneinfo

locale

updated_at

role
http://schemas.microsoft.com/ws/2008/06/identity/claims/role
email

email_verified
phone_number
phone_number_verified
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Response Types Supported:
e code
e token
e id_token
e id_token token
e codeid_token
e code token
e code id_token token

Response Modes Supported:
e form_post
e query
e fragment

Grant Types Supported:
e authorization_code
e client_credentials
e password
e refresh_token
o implicit

Subject Types Supported:
e public

Id Token Signing Alg Values Supported:
e RS256

Token Endpoint Auth Methods Supported:
o client_secret_post
e client_secret_basic

3 FASAMS Portal Web Services

3.1 Overview

All requests sent to the portal web services require a JWT access token retrieved from the security server. The token
needs to be added to the request utilizing a custom authentication header named “X-Auth-Token”. An example is
shown below.

GET h‘l:'tpsl:(//fasams—uat.myﬂfami11'es.com/api/CustomerModu1e/User/CurrentUserSubmitt1' ngentities
X-Auth-Token:
eyJ0eXAi0iIKV1QiLCIhbGci0iISUZIINTIsIngldCI6IjZVNWVYYZZBcmVPWFZqdEFWZDRIrRT160HZGWSISImtpZCI6IjZVNWVYYZZBC
mVPWFZQdEFWZDRrRT160HZGWSJ9. eyIpc3MiOiJodHRwWCzovVL2xVY2FsaG9zdDoONDMzMy931zGVudG10eS81iLCIhdwQioiJodHRwczovL
2XVY2FsaG9zdDoONDMzMy93ZGVudG 10eS9yZXNvdXJjZzXMiLCITeHAT0jEIMjg3MjY3MDISIm5iZi IGMTUYODCYMZEWMiwiY2xpZW50X2
TkIjoizmFzYwlzIiwic2NvcGUioiJIzGvudGl0eVNTcnzTcjpvc2VyQwNjb3vudFNTcnzpy2vzIiwic3ViIjoiN2IONGVINZUtN2Y3NCO
OMTMXLWEZYmMItZTYYMDA2ZGNmNzFhIiwiYXV0aF90awl1IjoxNTI4NzIzMTAyLCIpZHA101IpZHNydiIsInvwZGFOZWRTYXQi0jEIMjcx
MjE2NjcsInRTbmFudCI6IMR1ZmF1bHQi LCIwecmvmzXIyZWRTdAXNTcm5hbwui0iJzdwIvbmx5IiwizwlhawwioilTcm90aEB2dC51ZHUL
CITbWFpbF92zX3pzZm11ZCI6INRydwWUiLCIodHRWO18vc2NozZwlhcy54bwxzb2FwLm9yZy93cy8yMDALILZA1L2T1kZW50aXR5L2NsYWtcy
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uYW1llIjoic3vib25seSIsIn]TbwFpb19kYX1zIjoiNTgXLjI50DIWNZAIMDk4IiwiYWlyIjpbInBhc3N3b3IkI119.jRYBASMMgepIGP

viTHOOYyGSMQFEOLBTrCaol9iwoA950v0fKxgzoyL7Xh7QngwRexmNrY5aNu064aQashwAJeG8n2HZYSxjY1tm46XTpOvzSIYPcQMIwrT5

yB_dzORyxNRwaA3gyu68aqdRDur992TpsTv8eBh9quq_C7wWxwW5p3H---mm1lLACNp4bGvjeMRGmKIqt3rcvAqvvlltwwu-
EDnhmH9eS7R1jf1Sreaqbskxq3mMa_3NzK8eHTS_py0d8i 5Hx-

1 uGu7lkAXX5aI](LOYWtFRVASJ Hgvavw414S1i3J9Fx10SvFPbCTMPO9YAMU0I368dhfFPbS_sOUY4H07691LDVvysxfbDLUQFIMIIzeyXHRC

64RT1VCchGspHOeHpN176XQHMGV6tSG-9jETtBMRKGXJ -

4MMHY3438U0vKgH9029dA1WZzOUAVQVZ595DeQyIsNpOTWGX_90Qb7DYQPI73051b7gEWV7WU-WSS-

oKiFIanC26x0w10geD6maky8zwdsxQgauh-VhGSLAYyqUVORFgYnoMFKIMB_GPBteM]JIBXUbifxUCEk-

ﬂrTgSE?jgkleerZthsSkakaiKVthBubi1XFGkHaTTnyiWwquV6riz1e_4ngOherprz5L3w1fuyGMw30de3embemgaOWF
PM7t-708veVvE

Host: https://fasams-uat.myflfamilies.com

connection: Keep-Alive

3.2 Portal Web Services

3.21 Job

(1) Get the submission job list
url: https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/ListQuery
Request type: POST

Header: x-auth-token

parameters:
e skip
e take

e sortDirection
e searchTerm
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form-data

Key

skip

take

(< <IN <] <]

Headers (2)

https:/ffasams-uat.myflfamilies.com/api/SubmissionModule/Job/ListQuery

Body®  Prereq

® cwww-formeurlencoded O raw binary

sortDirection

searchTerm
Body ookies ts
Pretry R Preview JSON
1-{
2 "Eiype": "Bird.Portsl.Service.Common.QueryResponse, Bird.Portsl.Service”,
3~ "items": [
4- {
5 "$type": "Bird.Portal.Domain.Infrastructure.SubmissionModule.Query.JoblistModel,
[ "key": "8b7878@3-cBbb-487b-94cc-ab3528bbEEAT",
7 "errorCount”: @,
8 "nams": "ProviderDataSet_0z28208324,
9 "status”: “Running”,
1@ "submittingEntityKey™: "6113428a-1601-4181-bed7-58f708812226",
11 "submittingEntityName™: "DCF Test Submitter™,
1z "useriame": S5
13 "successfullount™: @,
14 "warningCount™: @,
15 "createdTimestamp™: "2028-83-24T15:22:082",
16 "formattedCreatedTimestamp”: "83/24/2828",
17 "datasetDisplaylame”: "Provider™,
18 "dataSetTypeFulllams": "FloridsDepartment0fChildrenAndFamilies.Domain.Provideriodule
19 3
2@ 1,
21 "totalCount™: 33147,
22 "hasErrocr™: false,
23 "messages": []
24 ¥

(2) Upload Files
url: https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/UploadFiles/{submittingEntityKey}
request type: POST
header: x-auth-token

parameters:
o file: <binary>
e submittingEntityKey
POST httpsi/ffasams-uat.myflfamilies.com/api/SubmissionModule/]ob/UploadFiles/64384c86-3575-42c2-bea%-a8f7000b60d8
Authorization Body @ Pre-request Script T
form-data  ® sxwww-form-urlencoded raw binary
Key Value
file <binary>
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(3) Job Workspace
url: https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/Workspace/{key}
request type: GET
header: x-auth-token

parameters:
o Key
GET https:/ffasams-uat.myflfamilies.com/api/SubmissionModule/|lob/Workspace/80e9adal-0083-4fce-b5a7-ab8800b7 8452 Params Send hd Save
Headers (2) Code
Key Value Description Bulk Edit  Presets ¥
Content-Type application/x-www-form-urlencoded
x-auth-token ey]0eXAICKV1 QILChbGiOiSUzITNilsing 1d CIGZvNWVYY...
Body (11 Status: 200 0K Time: 759 ms
Pretty JSON
1+ {
2 "itype": "Bird.Portal.Service.Common.ModelResponse, Bird.Portal.Service”,
3 "model™:
4 "Stype": "Bird.Portal.Service.SubmissionModule.lob.JobModel, Bird.Portal.Service”,
5 "createdTimestamp™: "2828-83-24T15:05:00.8704847",
[ "entityErrors": [1,
7 "entityWarnings™: [1,
8 "errorCount": @,
9 "warningCount": 8,
1@ "key": "88e9ada@-d@53-4fce-b5a7-abE380bTE452",
11 "name": "TrestmentEpisodelataSet_lowaTestSharedPOM™,
12 "status™: "Running”,
13 - "steps": [
14~ {
15 ": "Bird.Portal.Service.SubmissionModule.Job.JobStepModel, Bird.Portal.Service”,
16 "1,
17 " [,
18 3ce53a73-937c-4933-badd-sbE80@bTE5 5",
19 "Data Set Access Check",
28 status™: "Success"
21 1
22 1,
23 "submittingEntityKey": "64384c86-3575-42c2-bead-asf70@ab6@dE",
24 "submittingEntityName": "FELi Test Submitter”,
25 "successfulCount™: @,
26 "useriams": "admin"
27 Is
28 "hasError”: false,
25 "messages": []
ER

(4) Export job records To Excel file
url: https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/ExportToExcel/{key}
request type: GET
header: x-auth-token
parameters:
o Key
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GET https:/ffasams-uat.myflfamilies.com/api/SubmissicnModule/|ob/ExportToExcel/8b7 87a03-c8bb-487b-94cc-ab8200bb6... Params Save
Headers (2) Code
Key Value Description Bulk Edit Presets v

Content-Type application/sx-www-form-urlencoded

w-auth-token ey] 0eXAiO0) KV QILChbGeiOiSUzN Nilsing 1d CIBlZvNWVYY ...

Body (12}

Status: 2000K  Time: 3122 ms

(5) Export job records To PDF file

url: https://fasams-uat.myflfamilies.com/api/SubmissionModule/Job/ExportToPDF/{key}
request type: GET

header: x-auth-token

pa rameters:
o Key
GET https:/ffasams-uat.myflfamilies.comyapi/SubmissionModule/|ob/ExportToPDF/8b787a03-cBbb-487b-94cc-ab8800bbEEGST Params Save
Headers (2) Code
Key Value Description Bulk Edit  Presets ¥

Content-Type application/x-www-form-urlencoded

x-auth-token ey]0eX A0V QILChb GOl SUzINilsing 1d CIG [ ZwvNWVYY...

3.2.2 User

(1) Get all submitting entities

url: https://fasams-uat.myflfamilies.com/api/CustomerModule/User/CurrentUserSubmittingEntities
request type: GET
header: x-auth-token

parameters: none
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GET

Headers (2)

Content-Type

x-auth-token

hrrps:/ifasams-uat.myflfamilies.com/api/CustomerModule/User/CurrentUserSubmittingEntities

Value
application/x-www-form-urlencoded

ey) 0eXAiDiKV1QiLC)hbGriOi|SUzI Nilsing 1 d 1Bl ZvNWWYY2Z BecmVPWFZqdE...

Description

Perems m save

Bulk Edit  Presets ¥

Code

Statusi 2000K  Time: 943 ms

Body (1

Pretty JSON

i-i{

2 "$type": "Bird.Portal.Service.Common.ViewtodelResponse 1] [System.Collections.Generic,IEnumerable” 1[[Bird.Portal.Service.Common.LookupModel, Bird.Portal.Service]], mscorlib]], Bird.Portal.Service",

3- "model":

dw {

5 "$type”: "Bird.Portal.Service.Common.LlookupModel, Bird.Portal.Service”,

6 "description™: "FEi Test Submitter”,

7 "key": "64384cB6-3575-42c2-bead-aif7000000d8"

8 b

a- {

1@ "$type": "Bird.Portal.Service.Common.LlookupModel, Bird.Portal.Service",

11 "description™: "DCF Test Submitter",

12 "key": "6113428a-1601-4181-bed7-aBf7008122e6"

13 3

14 B

15 "hasError": false,

16 "messages”: []

7l 1
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